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ABSTRACT

1. Introduction

Acrtificial intelligence is a collective term for the capabilities shown by learning systems that are perceived by
human as representing intelligence. Today, Al capabilities include speech, image and video recognition,
autonomous objects, natural language processing, conversational agents, perspective modeling, augmented
creativity, smart automation advanced simulation, as well as complex analytics and prediction. Artificial
intelligence are practically applied in cyber security to detect, predict and respond to cyber threats in real time using
machine learning and deep learning algorithms which spread across Information technology, operational

technology, internet of things, control system, security systems, and the cloud in general.

Artificial Intelligence comprised too many fields, machine learning is one of them as described in Fig.1 that permits
a designed Computer system to catch up from the environment, through repetitious processes and provide

improvement to it as far experiences learned during the training processes.

Alls a technigue that enables computers
and machines to mimic human intelligence,
using logic, ifthen rules, decision trees, and
machine learning,

A subset of Al that includes abstruse statistical
technigues that enables machines to improve at tasks
with experience,

The subset of machine learning composed of algorithms
that permits software to train itself to perform tasks, like
speech and image recognition,

by exposing multi-ayered neural networks to vast amounts
of data

Fig.1: Representation of artificial intelligent and its subfield [2]

Machine learning algorithms arrange the data accordingly, learn from it, gather insights and build predictions
supported the data it analyzed while not the requirement for adding explicit programming. Training a model with
data and after that using the model to predict another data is the concern of machine learning. Several studies have
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been carried out about how to train the machines to learn themselves without human intervention [1]. Machine
learning algorithms are popularly categorized as supervised, unsupervised, semi-supervised and reinforcement
learning. The main aim of this research work is to explore the researches that applied machine learning algorithm to

system security.
2. Machine Learning Categories
Machine learning is popularly categorized under the following:

Type of Learning Categories of Algorithms
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Fig.2: Categories of machine learning [1] [3]

Machine learning is a technique of using algorithm to parse data, learn from the data and make a decision,
prediction, detection, classification, pattern recognition, responding and clustering based on the data collected.
These algorithms are heavenly depend on the statistical and mathematical optimization. In broader sense machine
learning algorithm are used in clustering, regression, (univariate & multivariate) anomaly detection, pattern

recognition [27].
Supervised learning

Supervised learning algorithms are machine learning algorithms that require datasets for training and testing the
performance. This dataset has to be labeled and consist of features by which events or objects are defined as well as

the expected outputs.
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Fig.3: Supervised Neural Network [29]
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The most common supervised learning algorithm are decision tree, logistic regression, support vector machine,

relevance vector machine, random forest, K-NN, bagging neural networks, linear regression and naive Bayes [26].
Unsupervised learning

Unsupervised learning algorithm is a machine learning algorithm that required unlabeled datasets for training and
testing the system performance the two major techniques used in unsupervised learning are principal component
analysis (PCA) and clustering. The most common unsupervised learning algorithms are used especially in security
are hierarchical, k-means, mixed model, DBSCAN, OPTIC, self-organizing mapping, Bolzan machine, auto

encoder, adversarial network (Matt, 2017)
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Fig.4: Unsupervised Neural Network [29]
Machine learning algorithms applied to system security

In [7] presented how effectiveness of machine learning and deep learning in the feature of cyber security. Many
surveys reviews and systematic reviews are conducted in the application of machine learning, deep learning and
artificial intelligence techniques to cyber security, attack, intrusion detection system, network security as in [13],
[14], [16], [15], [17]. Machine learning algorithm was also used to study cyber security in  [23]. Security
Framework was designed by [24] using fuzzy logic. [37] Highlight the role of intelligent system and artificial
intelligences in addressing the challenges of cyber security but they didn’t illustrate the framework on how to
implement the system. In [33] they presented a general review on the malware detection in mobile devices based on
parallel and distributed network. [34] They made a comparative analysis between the used of static, dynamic and
hybrid technique to malware detection. Forensics analysis was also made on WhatsApp messenger to identify those
that are using the application to perpetrate a crime or do illegal business as in the research of [27], [28], [29], [30].
In [35] digital forensics framework was proposed and made a comparative analysis with other framework made
with no Al techniques however, there framework has no instant detection and sending signals as compare to our
proposed framework.[12] also explore extensively the roles of artificial intelligence, machine learning and deep

learning algorithm to cyber space.

Furthermore, machine learning algorithms deep learning algorithms are applied in intrusion detection systems as in
the research of [18] presented that machine learning based system can be used to detect intrusion for software

defined networks. [19] Presented an extensive survey on anomaly based intrusion detection system. [20] Applied
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machine learning algorithm to intrusion detection in mobile cloud in a heterogeneous clients networks. In the work
of [21] hybrid intrusion detection system for cloud computing. [22] They used machine learning algorithm to
provide a roadmap for industrial network anomaly detection. Anomaly detection system for automobile network
was presented by [24]. In addition to [4] has explored the used of clustering algorithms such as K-means
hierarchical clustering, k-means kernel, latent drichlet allocation and self-organizing mapping techniques for
forensics analysis using text clustering in the large volume of data. [5] Presented a robust forensics analysis method
using memetic algorithm. [6] Revealed how artificial intelligence techniques are applied to cyber-attacks security
breaches. Machine learning algorithm was used to classified malware in android system in [11]. Machine learning
and deep learning algorithm are combined and used for cyber security system in [10]. Machine learning algorithms
are also applied to intrusion detection system in [9] and [36]. The researches of [8] systematic survey on the
researches that combine machine learning algorithm and data mining to cyber security Deep neural network and
fuzzy logic are used to identify abnormality in network traffic [25]. A systematic survey was made by [31] on the
techniques that are used for malware detection, while [32] used APIs and machine learning algorithm to detect

malware in android.
3. Conclusion and Future Work

This research work reviewed several algorithms of machine learning, Nowadays, machine learning is used by many
field of study such as online shopping, updating profiles/photos on social media networks, internet search engines,
phone directory inquiry and system security. This research provides a fundamentals to the most of the world used
algorithms of machine learning in system security. For future work, the author is intended to comprehensively
compare and study the performance of machine learning algorithms and analyze the best among the bests with the

used of machine learning in system security.
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