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1. INTRODUCTION 

The popularity and advanced functionality of mobile devices has made them attractive targets for malicious and 

intrusive applications (apps). Although strong security measures are in place for most mobile systems, the area 

where these systems often fail is the reliance on the user to make decisions that impact the security of a device. As 

our prime example, Android relies on users to understand the permissions that an app is requesting and to base the 

installation decision on the list of permissions. Previous research has shown that this reliance on users is 

ineffective, as most users do not understand or consider the permission information. We propose a solution that 

leverages a method to assign a risk score to each app and display a summary of that information to users. Results 

from four experiments are reported in which we examine the effects of introducing summary risk information and 

how best to convey such information to a user. Our results show that the inclusion of risk-score information has 

significant positive effects in the selection process and can also lead to more curiosity about security-related 

information. 

 

2. RELATED WORK 

According to their survey, it was reported that over 98% of new malware samples are in fact derivatives (or 

variants) from existing malware families. These malware variants use more sophisticated techniques like dynamic 

code loading, manifest cheating, string and call graph obfuscation to hide themselves from existing detection 

systems. Although these techniques can help malware to hide their malicious logic, we observe that the “runtime 

behaviors” of malware’s core functionalities, such as unauthorized subscription of premium services or privilege 

escalation at runtime, remain unchanged. The runtime behaviors of a new malware variant and its earlier generation 

are usually very similar. A detection system based on runtime behaviors of malware will be able to detect most 

malware and their variants more reliably. In addition, the static structures of the malware are often similar within a 
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malware family. With this observation, we present the design and implementation of Monet, an Android malware 

detection system that combines “static logic structures” and “dynamic runtime information”. 

 

They have displayed Monet, a structure for malware investigation in light of the thought of differential blame 

examination. They have depicted its engineering and star vided a formal model of differential blame examination. 

Also, they have displayed an open-source model usage of ALTERDROID with a flexible outline that can be the 

reason for further research here. Differential blame examination in the route actualized by ALTERDROID is an 

intense and novel element investigation system that can distinguish conceivably noxious components covered up 

inside an application bundle. 

 

They have concentrated on the intriguing application situation, which is portrayed by two procedures attempting to 

impart outside their sandboxes for noxious purposes, for example, for delicate information exfiltration. Two 

recognition strategies have been produced, requiring the arrangement of relapse and classification issues. To check 

their adequacy, they have executed seven nearby secretive channels on the Android stage, and they have played out 

a trial estimation and location crusade. The acquired outcomes demonstrate that both techniques are portrayed by a 

decent discovery execution and can be utilized as a precise IDS programming on a present day cell phone to 

uncover the nearness of perils abusing data stowing away. 

 

Every one of the calculations was connected utilizing their default parameters in Weka for binarized traits and 

ostensible class so as to acquire a model in light of a metalearner. The accuracy of every individual calculation was 

taken as the principle trademark keeping in mind the end goal to pick the best mix of choices. The element 

determination was made utilizing ChiSquare and Relief demonstrating that it is not an applicable exercise since 

similar outcomes were gotten when no element choice was performed. 

 

They displayed Apposcopy, a static investigation approach for recognizing malware in the versatile applications 

biological community. Apposcopy performs profound static investigation to concentrate information flow and 

control-flow properties of Android applications and utilizations these outcomes to recognize whether a given 

application has a place with a known malware family. Their analyses demonstrate that Apposcopy can distinguish 

malware with high exactness and that its marks are flexible to different program confusions. 

 

3. PROPOSED METHODOLOGY 

We propose the addition of a summary risk rating for each app. A summary risk rating enables easy risk 

comparisons among apps that provide similar functionalities. We believe that one reason why current permission 

information is often ignored by users is that it is presented in a “standalone” fashion and in a way that requires a lot 

of technical knowledge and time to distill useful information, making comparison across apps difficult. An 

important feature of the mobile app ecosystem is that users often have choices and alternatives when choosing a 

mobile app. If a user knows that one app is significantly riskier than another but provides the same or similar 
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functionality, then this fact may cause the user to choose the less risky one. This will in turn provide incentives for 

developers to better follow the least-privilege principle and request only necessary permissions.A summary risk 

rating also enables proactive risk communication (e.g., when the user searches for apps) so that users can take this 

information into the decision process. This is in contrast to the current reactive approach, where often times the user 

sees the permission/risk information of an app as a final warning only after the user has made the decision to choose 

the app. Our hypothesis is that when a summary risk rating is presented in a user-friendly fashion, it will encourage 

users to choose apps with lower risk. The user sees the permission/risk information of an app as a final warning 

only after the user has made the decision to choose the app. An effective risk communication approach for Android 

could provide communication approach for Android could provide. 

 

 

 

 

 

 

 

 

 

Fig 1: System flow 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 2: Data flow 

 

4. CONCLUSION AND FUTURE ENHANCEMENT 

The results from four user studies validated our hypothesis that when risk ranking is presented in a user-friendly 

fashion, e.g., translated into categorical values and presented early in the selection process, it will lead users to 

select apps with lower risk. The majority of participants preferred to have such a risk metric in Google Play Store. 
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We expect that adding a summary risk metric would cause positive changes in the app ecosystem. When users 

prefer lower-risk apps, developers will have incentives to better follow the least-privilege principle and request 

only necessary permissions. It is also possible that the introduction of this risk score will cause more users to pay 

for low risk apps. Thus, this creates an incentive for developers to create lower risk apps that do not contain 

invasive ad networks and in general over-request permissions. Our studies are not the last word on the question of 

how to best present risk information. For example, we have also not examined how the risk score interacts with 

other factors to affect a users choice, such as user ratings in the natural setting and whether an app is free or not. 

Also of interest is how users behave when choosing among a list of search results (as opposed to choosing between 

two options). These topics are important ones for future research. 

 

A summary risk rating enables easy risk comparisons among apps that provide similar functionalities. We believe 

that one reason why current permission information is often ignored by users is that it is presented in a “standalone” 

fashion and in a way that requires a lot of technical knowledge and time to distill useful information, making 

comparison across apps difficult. An important feature of the mobile app ecosystem is that users often have choices 

and alternatives when choosing a mobile app. If a user knows that one app is significantly riskier than another but 

provides the same or similar functionality, then this fact may cause the user to choose the less risky one. This will in 

turn provide incentives for developers to better follow the least-privilege principle and request only necessary 

permissions. 
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