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1. INTRODUCTION 

Now a day’s Elliptic Curve Cryptography is a newer 

approach, and considered as a marvelous technique and 

security enhancement with low key size encryption process 

for the user, and have a hard exponential time challenge for as 

talker to break into the wireless system. In ECC a 160-bit key 

encryption data to provide the same security as compared to 

the traditional crypto system or an enhancement system RSA 

with a 1024-bit key, thus lowers the computer power. Instead 

of being measured face-to-face, with WBANs patients 

health-related document parameters can be monitored 

remotely, continuously, and in real time, and then processed 

and transferred to wireless medical databases.  

 

This medical information is shared among patient details and 

accessed by various users such as healthcare staff, 

researchers, government agencies, and insurance companies. 

An overview of elliptic curve   implementation on two 

dimensional representations of plaintext coordinate systems 

and data encryption through the megamall processor 

Encryption technique has been discussed. such attention has 

been given here on the mathematics of elliptic curves starting 

with their beginnings and the proof of how to view the points 

upon them form an additive Aeolian group for the encryption 

procedure cryptographic purposes, specifically results for the 

group formed by an elliptic curve over finite field, E (Fop), E 

(F2m), and showing how this can form public key 

cryptographic systems for in both encryption and key 

exchange. Finally, we describe how to encrypt the data to the 

albetical table.  

 

In wireless mobile communication technology and personal 

communication systems, also it open air is used as 

communication channel, the content of communication may 

be exposed to an eavesdropper processor or system services 

can be used duplicitously. So to provide security 

Enhancement over the wireless communication channel, 

security measures such as confidentiality, authenticity need 

to be provided. In general symmetric encryption algorithms 

are used to obtain high data rates on wireless channel data 

processor. These algorithms use identical keys for encryption 

and decryption. The key exchange problem is the major flaw 

of using symmetric algorithms. The key must be exchanged 

between the two communications parties ensure that key 

remains secret procedures. 

 

 
                             Fig.1. WBAN model 

 

2. TRADITION SYSTEM 

In existing system they have used the universal key for the 

data which we are sending to the server side. The major 

problem of this system was that the server can decrypt the 

message sent by the user If anyone hacked the main server 

means the whole privacy information's of the patients will 

went on the vain. in existing system we are using the three 

tiers first one is an raw data generation, distributed storage, 

distributed access second one is an data processing 

aggregation and storage. Third tier is an data storage and 

access point to using the wearable sensor in the patient body 

and to collect the information to the patient detail to store the 

control server to an local server and then send by the access 

point or a base station via internet to the user. 

AB ST R ACT  

The aim is to provide the enhanced security mechanism and also it discusses the privacy issues in healthcare application using wireless medical 

sensor networks. The paper describes the basic idea of Elliptic Curve Cryptography and its implementation through the technique co-ordinate 

geometry for data encryption for the user. Elliptic curve cryptography is a process of the asymmetric key cryptography. It includes the two types the 

first consider that key (i) public key generation on the elliptic curve and its declaration for data encryption algorithm and (ii) private key generation 
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on two finite fields, first one is a prime field and another one is a binary field. In existing system they have using the universal key for the data which 

we are sending to the server. The major problem of this system server can decrypt the message to send by the user. In my proposed system the main 

server forward the message and receiver without decryption then applying the elliptic curve cryptography this algorithm every time generates the new 

key. 
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3. ENHANCED SYSTEM 

In our proposed system we are improving the security using 

our new enhanced encryption algorithm. In our proposed 

system the main server used to forward the packet to the 

receiver without decryption. Here we are applying the 

Elliptic curve encryption algorithm for the encryption. Every 

time we are generating the new key for encryption, so that we 

are enhancing the security of the WBAN.my project to using 

the elliptic curve for the new enhancement security in 

existing system server can decrypt the message and send by 

the user and they are using the universal key but proposed 

system user can decrypt the message sent by the server. The 

receiver without decryption to forward the packet.  

 

4. PROPOSED SYSTEM ARCHITECTURE 

 

 
Fig.2. Network model 

 

5. RELATED WORKS  

We proposed a security enhancement algorithm technique 

can be authenticated key agreement data protocol that offers 

mutual authentication and secured way of deriving an 

encryption and decryption shared secret key where both the 

entities contribute information for universal key agreement.  

 

A. Wired Equivalent Privacy (WEP)  

Anyone can a radio receiver on audio and video  can 

eavesdrop on a wireless local area network, and therefore 

widely acknowledged that a WLAN needs a mechanism to 

counter this encryption technique  threat. The IEEE 802.11 

standard defines a data confidentiality mechanism known as 

Wired Equivalent Privacy.  

 

This technique can use the security goal of equivalent privacy 

and issues on health care security procedure are data 

confidentiality equivalent procedure on the security 

algorithm to that of a wired local area network. When active 

in wireless local and personal area network is took place, 

packet is encrypted separately with RC4 cipher stream 

generated by a 64-bit RC4 key. The 64-bit key consists of a 

24-bit starts vector and a 40-bit wired equivalent privacy 

encryption key. The encrypted packet is generated with a bit 

wise exclusive OR of the original packet and RC4 stream 

generation.  

 

The initialization vector chosen by the sender should be used 

in the plaintext and the hypertext changed so that every 

packet won’t be encrypted the data without decryption the 

packet with the same cipher stream. A 4-byte integrity check 

value is computed on the original packet using CRC32 

checksum algorithm processor. 

 

B. Elliptic Curve Cryptography (ECC) 

What makes ECC Important? The Discrete Logarithm. The 

security due to elliptic curve relies on the difficulty of Elliptic 

Curve Discrete Logarithm technique Problem. They have 

using the two point first point is an P point and second point 

is an Q point  Let P and Q be two points on an elliptic curve 

such that KP = Q, where k is a scalar point. Given P and Q, it 

is computationally infeasible data to obtain k. If k is 

sufficiently large, k is the discrete logarithm of Q to the base 

P. Hence the main server operation involved in elliptic curve 

is related to the point multiplication i.e. multiplication of a 

scalar k with any point P on the curve to obtain another point 

Q on the curve procedure technique. 

 

What is Elliptic Curve? It’s Derivation and Use 

Note that elliptic curve cryptography enhancement security 

for data process is not ellipses. They are so named algorithm 

because of the fact that ellipses are formed by quadratic 

curvatures. Elliptic curves are always cubic and elliptic form 

has a relationship to elliptic integrals in mathematics analysis 

where the elliptic integral can be used to determine the 

encryption procedures arc length of an ellipse. An elliptic 

curve in its standard form is described by y2 = x3 + ax + b. 

For the polynomial algebraic algorithm can be used them 

following equations  , x3 + ax + b, the discriminated can be 

given as D = - (4a3 + 27b2) This discriminate must not 

become zero for an elliptic curve polynomial  algorithm x3 + 

ax + b to possess three distinct roots. If the discriminate is 

zero point processor, that would imply that two or more roots 

have coalesced, giving the curves in singular form. It is not 

safe to use singular curves for cryptography as they are easy 

to crack process. Due to this reason we generally take 

non-singular curves for data encryption. 

 

C. Elliptic Curve Arithmetic 

An Algebraic Expression for Adding Two Points on an 

Elliptic Curve over Fp. Let FP, where p an odd prime 

number, be a prime finite field given two points used on the 

first point is an  Q = (x1, y1) and another point is an R = (x2, 

y2) on an elliptic curve E (a,b), we have to compute the point 

Q + R. 

 

 
                       Fig.3. Elliptic curve  

 

We first draw a straight line processor through the two point 

P and Q. Next, we find the third coming together of this line 

with the  
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Elliptic curve denote this point of intersection by R. Then P + 

Q is Equal to the mirror reflection of R about the x-axis. In 

other words, if the points P, Q and -R are the three 

intersections of the straight line with the elliptic curve 

processor Curve, then 

P + Q = - R 

 

D. Encryption Algorithm 

Step 1.First algorithm can be taking the message to be 

encrypted from the sender. 

 

Step 2.Convert it to its 7bits binary element form using the 

ASCII code of the message. 

 

Step 3.Convert the binary form of each word of the Message 

into an x 7 binary matrix where n is a Number of letters in 

each word of the message. 

 

Step 4.To get the compressed decimal matrix of size n x 1, we 

will multiply the n x 7 matrix with the masked matrix process 

of size 7 x 1. 

 

Step 5.We will get n values of „x‟ and to get the value of an 

data can Corresponding „y‟ values we will use the formula 

Y^2=x (i) ^3+j Where, i = 1 to n SS (and n is the no. of rows 

in the resultant Matrix) j is the variable which will keep on 

incrementing every time we get a y for a particular x value. 

The initial value of j = 1. 

 

Step 6. Using the formula we will get (x, y) points. 

 

Step 7.Algorithm for plotting the values of x, y: 

 

Step 7.1: Get the values of x and y and truncate the Decimal 

values of y as well. 

 

Step 7.2: Create a matrix consisting of the decimal values of 

y. 

 

Step 7.3: Now find the x, y coordinates in the image. 

 

Step 7.4: inverse the bit values of the image (i.e.: if bit 

value=01 then make it 10) on the particular coordinates of (x, 

y). That will produce the steno image as well. 

 

Step 8.We will generate a prime matrix of size n x7 and using 

the „x‟ values we will generate an equation which will 

resemble the decimal matrix. 

 

Step 9. Public Keys: The generated equation from the step7, 

prime matrix, will be send to the receiver. 

 

Step 10.Private key: the original image, the steno image, the 

matrix containing numbers after decimal point of the values 

of „Y‟ and our formula (mentioned above). 

 

E. Decryption Algorithm 

Step 1.The receiver will get the x and y values after 

Comparing two images and finally get the values of y with 

the help of the matrix containing the values of y (after 

decimal points). 

 

Step 2.The required matrix will be generated using the “x” 

values and the prime matrix which is public. 

Step 3.We will multiply the „x‟ values with the prime 

elements and will check the result of the co-efficient with the 

generated public equation. 

 

Step 4. In this way the receiver will generate the required 

matrix which will contain the binary form of the ASCII codes 

of the same hash algorithm and then uses the signature 

verification algorithm to verify the signature. If the message 

is verified successfully receiver authenticates the sender. In 

the following, H denotes a cryptographic hash function 

whose outputs have bit length no more than that of n.  

 

F. Modules 

They are three types of modules can be used in the proposed 

system. 

 WABN Sensor Module 

 Personal Server Module 

 Medical Server Module 

 

G. WABN Sensor Module 

Wireless body area sensor network consists of a number of 

intelligent nodes, each capable of sensing, sampling, 

processing, and communicating of physiological signals. The 

architecture of a sensor network intended for medical 

applications must be carefully designed in order to have a 

long life time. Examples of such medical sensors are 

ECG(electrocardiogram)  which can be used for monitoring 

hart activity, an EMG (electroencephalography) which is 

used for monitoring muscle a cavity, EEG 

(electroencephalography) sensor that  monitor  brain 

electricity and there is a movement sensor used to estimate 

user's activity.This module represent the process of an 

module of tis patient body networks. 

 

 
Fig.4.WABN model 

 

H. Personal Server Module 

The personal server interface the WBAN sensor nodes 

through Zigbee  or Bluetooth connectivity and communicate 

with services at the medical server through mobile telephone 

networks (2G, GPRS, 3G) or WLANs to reach an internet 

access point .It is typically implemented on cell phone, but 

alternatively can run on home personal computer. The 

interface to the WBAN includes the network configuration 

and management. The network configuration and 

management. The network configuration encompasses the 

following tasks: sensor node registration (type and number of 

sensor), initialization (e.g., specify sampling frequency and 

made mode of operation), customization (e.g., run user 

specific calibration or user –specific signal processing 

procedure upload), and setup of secure communication (key 

exchange).he personal server can be using the sensor nodes 
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on using the Bluetooth and connectivity to the data can be 

transfer the patient details on the server via a mobile and 

telephone networks that is an personal server model to the 

sensor nodes of the design on wireless networks .that  can be 

represent the organization of the encryption procedure of this 

algorithm data can be viewed process. 

 

 
         Fig.5. personal server model 

 

I. Medical Server Module 

The function of the medical server is to authenticate users, 

accept health monitoring session uploads, format and insert 

this session data into corresponding medical records. Analyse 

the data patterns, recognize serious health cases in order to 

contact emergency care givers, and forward new instruction 

to user such as physician prescribed exercises. Finally the 

medical server module can be represented the procedure like  

organization processor data element process data challenges 

in various requirement on this model this module doing the 

server side can be server send the authentication for the user. 

 

6. CONCLUSION 

This Project discussed the security and privacy issues in 

healthcare applications using medical sensor networks. In 

this respect, we have found many important challenges in 

implementing a secure healthcare monitoring system using 

medical sensors, which reflects the fact that if a technology is 

safe, then people will trust it. Our proposed system will 

overcome all the security issues obtained from the previous 

research schemes. This project fully based on the encryption 

and decryption data for the user and then server to existing 

system using the universal key in my proposed system using 

the generating the key for an elliptic curve cryptography. 
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